
As computer systems and networks have assumed 
an essential role in allowing corporations to manage
large amounts of sensitive data, cybercrime has
emerged as a growing threat to the reputations and
financial performance of many enterprises.   

Some recent corporate victims of cybercrime have
included Heartland Payment Systems, the U.S.
Chamber of Commerce, Sony Corporation, and
Citigroup. In light of the increasing number of
cybersecurity incidents, FBI Director Robert Mueller
recently noted that “in the not too distant future, we
anticipate that the cyber threat will pose the No. 1
threat to our country.” As a result, corporate boards
need to be aware of the practical risks posed by
cybercrime and their related legal obligations. 

Directors of financial service firms have long been
subject to heightened obligations with respect to
information security management. In February 2001,
pursuant to the Gramm-Leach-Bliley Act, federal
financial regulators put forth the Interagency
Guidelines Establishing Information Security
Standards. These guidelines set forth a number of
information security rules applicable to covered
financial institutions, including a requirement that 
a financial institution’s board of directors, or an
appropriate committee of the board, “(1) [a]pprove 
the institution’s written information security policy 
and program; and (2) oversee efforts to develop,
implement, and maintain” such a program.

Directors of companies not in the financial services
industry should be aware of federal agency guidance
and recently proposed legislation that may impose
additional information and cyber security duties on
them as well.

On Oct. 13, 2011, the SEC released guidance on
disclosure obligations related to cybersecurity
incidents and cybersecurity risks. In providing the
guidance, the SEC stated that it was motivated to
assist public companies “in assessing what, if any,
disclosures should be provided about cybersecurity
matters in light of each registrant’s specific facts 
and circumstances[.]” The SEC used the document 
to provide recommendations to public companies 
on the potential for cybersecurity issues to impact 
the multiple disclosure items in their public filings.
Publicly traded corporations are now on notice that
they need to carefully consider whether particular
cybersecurity risks and incidents have a material
impact on their business, and, if so, they will need 
to ensure those risks and incidents are being 
properly disclosed.  

Earlier this year, Sen. Joseph Lieberman, along with 
a bipartisan group of his colleagues, introduced the
Cybersecurity Act of 2012—a bill aimed at addressing
cybersecurity vulnerabilities in certain key industries.
Among other things, the bill requires that the
Department of Homeland Security develop regulations
and cybersecurity standards for companies in “critical
infrastructure” industries. A company that is covered
by the regulations would be required, on an annual
basis, to either self-certify that it is compliant with such
cybersecurity performance standards or submit a
compliance report from a third-party assessment firm.     

As 2012 is an election year, and there are competing
bills pending in Congress, it is not clear if the
Cybersecurity Act will pass this session, though
Senate Majority Leader Harry Reid has indicated 
that he intends to bring cybersecurity legislation up 
for a vote this year.

As a final cautionary note, corporate directors should
be aware that the Delaware Supreme Court noted 
in the 2006 Stone v. Ritter case that directors may 
be liable for breach of their fiduciary duties where 
“(a) the directors utterly failed to implement any
reporting or information system or controls; or 
(b) …consciously failed to monitor or oversee” 
any such systems or controls. While the Stone case
was concerned with the duties of the directors in the
case of a legal compliance program, the Delaware
Supreme Court’s ruling could conceivably extend to 
a board’s oversight and management of corporate
data security programs.

In light of increasing cyber threats and the growing
body of current and proposed legislation addressing
corporate cybersecurity responsibilities, boards should
ensure that they are informed and actively overseeing
their organization’s data security processes. If not
already in place, boards should strongly consider
measures such as the following for their companies: 

• approving, implementing, and periodically reviewing 
a formal, written information security program;
• designating a senior officer of the company, such as 
the chief technology officer or chief information  
officer, with the responsibility for directing the 
corporation’s data security measures—that officer
should have the appropriate skills and experience for 
the position and should regularly update the board 
on cybersecurity matters impacting the corporation;
• regularly reviewing any cybersecurity incidents in 
light of potential disclosure obligations; and
• obtaining cybersecurity insurance for the corporation 
to guard against potential cybersecurity loss events.
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