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COMMENTARY

The FTC and mobile privacy
Clark Hill PLC attorneys John L. Hines Jr. and Jennifer Woods analyze the Federal 
Trade Commission’s recent report on mobile privacy and explain the key points for 
industry stakeholders.  

LEGAL ETHICS

Attorney must add disclaimers to blog,  
Virginia high court rules 
An attorney has a constitutional right to blog about concluded public litigation, but any 
posts about specific cases must include a disclaimer that no results are guaranteed, a 
majority of the Virginia Supreme Court has ruled in a split decision.

Hunter v. Virginia State Bar ex rel. Third District 
Committee, No. 121472, 2013 WL 749494  
(Va. Feb. 28, 2013).

Horace F. Hunter, a partner at Hunter & Lipton 
in Richmond, Va., mostly blogged about cases 
in which he obtained favorable results for clients, 
but the posts contained no disclaimers about 
attorney advertising, according to the majority’s 
opinion.

TRADEMARK INFRINGEMENT

Amazon’s search results do not infringe  
trademarks, California federal judge rules
Amazon.com does not infringe a company’s intellectual property when users search 
for a trademarked military-style watch and the e-commerce website displays com-
petitors’ products and sponsored advertisements linking to the watch company’s 
website, a California federal judge has ruled. 
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COMMENTARY

The FTC and mobile privacy
By John L. Hines Jr., Esq., and Jennifer Woods, Esq. 
Clark Hill PLC

On Feb. 1 the Federal Trade Commission 
released its most recent privacy report titled 
“Mobile Privacy Disclosures:	 Building Trust 
Through Transparency.”1  In its report, the FTC 
provides recommendations for platforms, 
application developers, advertising networks, 
mobile app-related trade associations and 
other third parties to encourage development 
of efficient and effective mobile privacy 
disclosures.  While the report provides some 
hints as to the FTC’s enforcement priorities 
in the mobile privacy sphere, stakeholders 
looking for regulatory certainty will likely be 
disappointed.  However, combining the FTC’s 
previous guidelines and more established 
concepts of Internet-based privacy with 
the report’s recommendations helps 
provide some predictability for mobile app 
developers and other stakeholders who face 
the challenge of adopting effective privacy 
disclosures in an era of rapidly evolving 
technology.

(L) John L. Hines Jr. is a partner at Clark Hill 
PLC, where he concentrates his practice on 
intellectual property and licensing, Internet 
law and e-commerce, software applications 
(including open-source licensing) cloud 
computing, and information management.  He 
counsels clients on privacy and data security 
compliance, document retention policies and 
practices, reputation management, and social 
media.  He can be reached at jhines@clarkhill.
com.  (R) Jennifer Woods,  an attorney at 
the firm, practices primarily in the areas of 
intellectual property, including trademark, 
copyright and licensing matters, and Internet 
and e-commerce, with a particular emphasis on 
privacy and data security.  She can be reached at 
JWoods@ClarkHill.com

THE TECHNICAL LANDSCAPE

The process to develop a mobile app typically 
involves interaction between app developers, 
platforms and a variety of third parties.  Simply 
described, mobile platforms, such as Android 
(owned by Google), iOS6 (owned by Apple), 
Windows Phone OS (owned by Microsoft) 
and BB10 (owned by Blackberry), each offer 
their own unique “application programming 
interfaces, or APIs, which developers use 
to create apps that are compatible with a 
given platform.  Developers write code that 
implements desired functionalities, which 
may include code created by third parties 
to facilitate credit card transactions or to 
implement in-app advertising, for example.  

FTC’S PRIVACY PRINCIPALS

The FTC, which continues to be highly focused 
on data protection matters, has articulated 
basic privacy principles that are applicable 
to all entities collecting information from 
consumers on the Internet.  For example, 
the FTC has encouraged all stakeholders, 
including Web and mobile app developers 
and other industry participants to implement 
“privacy by design.”6   This concept requires 
stakeholders and industry participants to 
think about data collection and storage 
needs early in the development process 
so they can build in privacy safeguards 
and meet regulatory requirements from 
the start.  Additionally, all stakeholders 

As technology develops, more and more apps amass an 
unprecedented amount of data regarding an individual’s  
day-to-day activities, raising privacy concerns for users.  

Completed apps are then submitted to 
the platform for publishing.  The platform 
typically reviews the app and may reject it 
for a number of reasons, including failure 
to adhere to technical specifications, 
unauthorized use of registered trademarks 
or inclusion of objectionable content.2  Once 
published, apps are available for public 
purchase through the platforms’ respective 
app stores.

About 90 percent of Americans own mobile 
phones, and nearly 50 percent own a 
smartphone that is capable of downloading 
apps.3  Moreover, smartphone use is 
projected to increase dramatically over the 
next several years.4  Mobile apps, which did 
not exist even a decade ago, are increasingly 
becoming a way of life for Americans.  The 
number and variety of mobile apps have 
likewise exploded to include those that 
simplify online banking, permit access to 
medical histories and allow individuals to 
announce where they are.  As technology 
develops, more and more apps amass an 
unprecedented amount of data regarding 
an individual’s day-to-day activities, raising 
privacy concerns for users.5  

should take into account, as applicable, 
sector-specific privacy laws, including the 
Children’s Online Privacy Protection Act, or 
COPPA, the Health Insurance Portability 
and Accountability Act, or HIPAA, and the 
Gramm-Leach-Bliley Act.  All apply to the 
mobile environment.  

While general privacy principles are 
frequently commonsense-based and often 
well established, mobile app developers 
have been particularly slow in adopting their 
recommended practices.  It is noteworthy 
that, as of June 2012, more than half of all 
apps available on the iTunes app store, and 
about 80 percent of all apps in the Google 
Play store did not provide a privacy policy 
on the mobile app download page.7  The 
FTC notes that all mobile apps should have 
privacy policies, and the agency credits the 
California Online Privacy Protection Act 
— interpreted to require such policies for 
any app that collects personal information 
— with expediting some apps’ adoption of 
appropriate disclosures.8     

In theory, regulators could simply require 
that mobile app developers to disclose their 
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data collection and include privacy policies 
within their apps, but studies indicate that a 
more nuanced approach to mobile privacy is 
required to ensure meaningful disclosures in 
this environment.    Specifically, these studies 
suggest a disconnect between consumers’ 
preferences regarding mobile apps’ data 
collection and tracking and what users do 
in practice.  Consumers are often surprised 
to discover the extent to which apps collect 
personal data, even when the developers 
disclose this information, suggesting 
that app privacy disclosures are not well 
understood by the public.10    

Recognizing this increasing disconnect, 
the FTC’s mobile report contains a list 
of recommendations for improved data 
collection and other privacy-related 
disclosures for each of the various 
stakeholders, including:

• Mobile app platforms

• Developers

• Advertising networks

• Trade associations and research entities.  

Ultimately, the FTC envisions that the 
stakeholders’ cooperation will yield efficient 
and effective privacy disclosures that provide 
meaningful information to consumers at 
multiple stages in the downloading and use 
of apps.

Platforms

The FTC views the mobile app platforms 
as gatekeepers that could ensure that only 
apps with appropriate privacy disclosures are 
allowed to be sold to the public.  In particular, 
with their APIs, these platforms are in a 
unique position to encode functionality that 
would require app developers to provide 
consistent privacy disclosures for all apps 
on the platform.11  Similarly, platform APIs’ 
licensing and guidelines could be used to 
educate small app developers who are not 
well versed in privacy issues.  Platforms 
are also in a position to implement privacy 
“dashboards” that allow consumers to 
review the privacy disclosures of all apps 
installed on a particular device in one place 
and make ongoing decisions regarding their 
app usage.12  Perhaps most significantly, 
the FTC Mobile Report also suggests that 
platforms should revise their contracts 
with app developers to require that app 
developers include privacy policies, obtain 
verifiable consent before collecting sensitive 
information and regulate disclosure of data 

to third-parties.13

The FTC Mobile Report supports the 
inclusion of do-not-track, or DNT, options 
to prevent data collectors, such as third-
party advertising networks, from assembling 
a profile of a given app user.14  The most 
logical place to locate this feature, in the 
FTC’s estimation, is at the platform level, so 
that consumers are able to make one-time 
choices regarding app tracking, instead of 
having to select an option within each app.15  

Developers

While platforms may require all apps using 
their APIs to include privacy policies, the bulk 
of the work in constructing appropriate and 
effective privacy disclosures necessarily falls 
to app developers.  App developers must 
work not just to understand the importance of 
privacy disclosures but also must ensure that 
mobile app privacy policies accurately reflect 
the data collection and disclosure policies 
of all parties involved, including third-party 
service providers.  As a preliminary matter, the 
FTC report suggests that mobile app privacy 
policies must accurately and completely 
describe the app developer’s data collection 

As of June 2012, more than half of all apps available on the 
iTunes app store and about 80 percent of all apps in the 

Google Play store did not provide a privacy policy on the mobile 
app download page.

and disclosure practices, including those of 
third-party developers that provide code for 
in-app advertising or analytics services.  The 
report suggests that app developers must 
strive to understand how third-parties use the 
information collected and make appropriate 
disclosures to their users.  Additionally, 
app developers should work to understand 
when disclosures are most likely to provide 
meaningful information to consumers and 
time their disclosures accordingly.16  

In an attempt to encourage the use of 
meaningful privacy disclosures, the FTC 
encourages mobile app developers to 
utilize several techniques when drafting 
and implementing privacy policies.  Because 
website privacy policies tend to translate 
poorly to mobile devices’ smaller screens, 
the FTC encourages the use of layered 
disclosures.  In a layered disclosure, the app 
developer first provides concise statements 

of the app’s privacy practices, such as “we 
share personal information with third-party 
advertisers,” or “we link to third-party sites.”  
Each of the brief statements then offers the 
consumer the opportunity to read more 
information regarding particular areas of 
interest in the second layer of disclosures: the 
full privacy policy.

Similarly, the report emphasizes the 
importance of providing consumers with 
privacy disclosures that are meaningful in a 
particular context.  While many apps present 
the consumer with a summary of privacy 
practices prior to the consumer downloading 
the app, such disclosures are not necessarily 
understood or remembered in a manner that 
permits the consumer to exercise meaningful 
choice in consenting to data collection.  To 
improve the usefulness of disclosures for 
consumers, the report recommends using 
“just in time” disclosures, or disclosures that 
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are presented to a consumer immediately prior 
to the activity relevant to the disclosure.  For 
example, an app might provide a consumer 
with a notice concerning collection of geo-
location data right before the app opens 
a map showing the consumer’s location.  
The FTC envisions these disclosures being 
provided at the platform level, though the 
report recommends that the app developer 
provide them if a platform does not.17      

Other industry players

Industry participants have shown an 
increasing willingness to create industry 
best practices regarding data collection 
and mobile privacy disclosures, though 
such practices are voluntary and have 
yet to achieve widespread adoption.  The 
FTC Mobile Report encourages further 
development of “industry best” practices, 
including standardized-form privacy 
policies for app developers and “short form” 
disclosures, such as icons, so consumers can 
more readily compare data practices across 
apps in a similar way to the nutrition labels 
on food products.  At the same time, the 
FTC cautions that any such improvements 
on current mobile app disclosures must 
be meaningful to consumers and avoid 
oversimplification.  Additionally, the agency 
envisions industry participants helping to 
educate app developers on privacy issues, 
including the implementation of industry-
recommended best practices.

ENFORCEMENT

In addition to providing policy 
recommendations like those in the report, 
the FTC continues to make privacy issues an 
enforcement priority as demonstrated by its 
announcement of the report in connection 
with an enforcement action specific to the 
mobile app environment.  United	 States	 v.	
Path	 Inc. involved Path, a website with a 
corresponding app that allows individuals to 
diary their daily experiences and share them 
with friends.18  In its complaint, the FTC alleged 
that Path violated knowingly permitted more 
than 3,000 children under age 13 to use the 
app without first obtaining verifiable parental 
consent, in violation of COPPA.  Additionally, 
the agency alleged that Path engaged in 
unfair and deceptive practices in violation 
of Section 5 of the FTC Act by harvesting 
users’ cell phone contacts information, even 
where users specifically declined to permit 
such harvesting.  In early February the FTC 
entered into a consent decree with Path 
in which the company agreed to pay an 

$800,000 fine and undertake 20 years of 
independent privacy assessments that must 
be reported to the FTC.19  

CONCLUSION

While the FTC Mobile Report provides some 
direction for app developers, platforms 
and other industry participants, the lack of 
concrete requirements necessarily limits 
predictability.20  However, recent FTC 
enforcement actions demonstrate that 
the agency will continue to make privacy 
a priority.  By providing accurate and clear 
privacy disclosures, mobile app providers can 
avoid the scrutiny of the FTC while allowing 
consumers to make educated decisions 
regarding the apps they download.  WJ
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TRADEMARK INFRINGEMENT

Trump trumps cybersquatter 
A website operator cannot insulate himself from charges of cybersquatting by 
real estate magnate Donald Trump simply by appending a geographic loca-
tion to the “Trump” domain names he registered, a federal judge has ruled. 

Web-Adviso et al. v. Trump, No. 11-1413, 
2013 WL 763746 (E.D.N.Y. Feb. 28, 2013).

J. Taikwok Yung, operator of Web-Adviso, is 
not entitled to a declaratory judgment that 
his domain names Trumpabudhabi.com, 
Trumpbeijing.com, Trumpindia.com and 
Trumpmumbai.com did not infringe Trump’s 
trademarks, U.S. District Judge Dora L. 
Irizarry said. 

The Eastern District of New York judge 
also granted judgment to Trump on his 
counterclaim for violation of the Anti-
Cybersquatting Consumer Protection Act,  
15 U.S.C. § 1125(d).

The ACPA imposes civil liability on anyone 
who, with the bad-faith intent to profit, 
registers domain names using well-known 
trademarks and then tries to sell the names 
back to the trademark owners.  

“The court’s decision is a total victory,” Eric 
Trump, executive vice president of The 
Trump Organization and Donald’s son, 
said in an email in response to a request for 
comment. 

REUTERS/Steve Marcus
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The judge said no reasonable juror could conclude  
that the domain names were not confusingly similar  

to the Trump trademark. 

Donald Trump 

“Judge Irizarry not only found that the Trump 
name is ‘distinctive,’ but that evidence of 
plaintiff’s bad-faith intent to profit from 
the Trump trademark was ‘overwhelming,’” 
Trump added. 

“The plaintiff is nothing more than a 
habitual cybersquatter who registers famous 
trademarks as domain names in an attempt 
to hold up the rightful owners.  After this total 
defeat, we hope he has learned his lesson,” 
according to Trump.  

Yung could not be reached for comment 
regarding the decision.  

According to the judge’s opinion, after 
Trump’s company announced plans in 2007 
to build condominiums in Mumbai and 

Bangalore, India, Yung registered the domain 
names at issue.  

Yung claimed he did not do so for profit, 
but to use the websites to host political 
and nonpolitical commentary and to share 
complaints about reality shows, including 
Trump’s “The Apprentice,” the opinion says.

All Yung’s websites include disclaimers that 
they were not affiliated with Trump or The 
Trump Organization, the opinion says.   

According to the opinion, in October 2010 an 
attorney for The Trump Organization wrote to 
Yung demanding that he transfer his domain 
names to Trump because they violated 
Trump’s trademarks and subjected Yung to 
liability under the ACPA.
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The mark was distinctive when used in 
connection with the Trump businesses, 
according to the opinion. 

Judge Irizarry said no reasonable juror could 
conclude that Yung’s domain names are not 
confusingly similar to the Trump trademark. 

She said Yung’s inclusion of geographic 
terms was not sufficient to distinguish his 
domain names.  The place names actually 
added to the confusion, she said, because 
they make it appear that the websites are 
promoting Trump properties. 

The evidence demonstrating Yung’s bad 
faith in using the domain names was 
overwhelming, the judge said, noting that 

Yung refused, but offered to negotiate a 
“more mutually beneficial agreement,” the 
opinion says. 

Yung declined Trump’s offer to pay $100 
for each domain name and sought further 
negotiations, claiming that the efforts to 
develop the websites had “significant value,” 
according to the opinion. 

Also according to the opinion, a subsequent 
arbitration proceeding pursuant to World 
Intellectual Property Organization policy 
determined that Yung’s domain names were 
confusingly similar to the Trump trademarks 
and that Yung had no legitimate interest 
in them.  On March 5, 2011, the arbitrator 

The inclusion of geographic terms actually added to the 
confusion, the judge said, because they make it appear that the 

websites were promoting Trump properties.

ordered Yung to transfer the domain names 
to Trump. 

Yung filed his declaratory judgment action 
March 22, 2011. 

Trump moved for partial summary judgment 
on Yung’s claims and his own counterclaims.

To prevail, Trump had to show that the 
Trump mark was either distinctive or famous, 
that Yung’s domain names were confusingly 
similar to the mark and that Yung had a bad-
faith intent to profit from use of the mark, 
Judge Irizarry said.  

She rejected Yung’s argument that Trump’s 
trademark was not entitled to trademark 
protection because it was merely a generic 
word, defined in the dictionary in part as 
“any playing card of a suit that for the time 
outranks other suits.”

She said Yung’s argument was meritless, 
since the dictionary definition was unrelated 
to any good or service for which the Trump 
trademark was used. 

he had no intellectual property rights in the 
domain names, which were wholly unrelated 
to his name or business.

Yung’s admission that he seeks to 
acquire “high value” domain names also 
demonstrated his bad faith, according to the 
opinion. 

The judge rejected Yung’s fair-use and First 
Amendment defenses. 

Yung did not have reasonable grounds to 
believe his use of the domain names was fair 
use or otherwise lawful, the judge said.

The First Amendment, while protecting 
Yung’s right to comment on Trump 
and his businesses, did not protect his 
misidentification of his websites’ source, 
Judge Irizarry concluded.   WJ

Attorneys:
Plaintiff: J.	Taikwok	Yung,	Brooklyn,	N.Y.,	pro se

Defendant: Leo	B.	Kittay	and	James	D.	
Weinberger,	Fross	Zelnick	Lehrman	&	Zissu,	New	
York

Related Court Document:
Opinion:	2013	WL	763746
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TRADEMARKS

Chubby Checker sues HP over penis software app
Legendary rock ‘n’ roll star Chubby Checker has sued Hewlett-Packard Co. over a software application called  
“The Chubby Checker” that lets users guess the size of a man’s penis based on his shoe size.

Evans et al. v. Hewlett-Packard Co. et al., 
No. 13-14066, complaint filed (S.D. Fla., 
Fort Pierce Div. Feb. 12, 2013).

Checker, whose real name is Ernest Evans, 
claims the app hurts the artist’s brand and 
value, according to the lawsuit filed in the 
U.S. District Court for the Southern District 
of Florida.

The suit seeks $500 million in damages 
against HP and its subsidiary Palm Inc. for 
trademark infringement and other causes of 
action.

Checker’s attorney, Willie Gary of Gary, 
Williams, Parenti, Watson & Gary, said in 
a statement that the app tarnishes the 
musician’s goodwill and image. 

“We cannot sit idly and watch as technology 
giants or anyone else exploits the name or 
likeness of an innocent person with the goal 
of making millions of dollars,” Gary said.

In response to the suit, HP told the Associated 
Press that the app is no longer available on 
any Palm or HP-hosted Website.

According to the suit, the use of Checker’s 
trademarked name is likely to mislead 
consumers into thinking the star endorsed 
the “obscene, sexual connotation and 
images” associated with the app. 

Checker, whose hits include “The Twist” and 
“Let’s Twist Again,” also has received no 
compensation for the use of the mark, the 
suit says.

The U.S. Patent and Trademark Office 
granted Checker’s company, co-plaintiff 
Ernest Evans Corp., trademark registration 
for the name Chubby Checker in 2005, 
according to the suit.

Checker and his company seek damages for 
trademark infringement and dilution, unfair 
competition, and unauthorized use of name 
or likeness.  WJ

Attorneys:
Plaintiffs:	Willie	Gary	and	Alicia	M.	Phidd,	Gary,	
Williams,	Parenti,	Watson	&	Gary,	Stuart,	Fla.

Related Court Document:
Complaint:	2013	WL	507733

Chubby Checker, shown here performing in 2010, claims the 
“obscene” app hurts his brand and value.

REUTERS/Steve Marcus
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COPYRIGHT INFRINGEMENT

Online ‘tutorials’ infringe University  
of Phoenix materials, suit says
A company that encourages academic cheating in the guise of online tutori-
als for college students does so by unlawfully providing its clients with copy-
righted educational materials from the University of Phoenix, a recently filed 
federal lawsuit alleges. 

Apollo Group Inc. et al. v. Chegg Inc. et al., 
No. 13-1336, complaint filed (S.D.N.Y.  
Feb. 27, 2013).

Apollo Group Inc., which owns the online 
university, is seeking injunctive relief and 
damages that could total millions of dollars 
against Chegg Inc. and the company it owns, 
Student of Fortune Inc.

The lawsuit, filed in the U.S. District Court for 
the Southern District of New York, seeks up 
to $150,000 in statutory damages for each 
work allegedly infringed and an award of lost 
profits, in addition to attorney fees and costs. 

The complaint says students seeking help 
with an academic subject may post questions 
on the defendants’ website offering a 
“bounty” for a tutorial.

The defendants send the offers to the tutors 
who use Studentoffortune.com.  Those 
experts in the subject then write custom 
tutorials, which range from answers to 
specific questions to substantive outlines, 
according to the complaint.  

The defendants encourage users and tutors 
to unlawfully copy and publicly display 
or create derivatives of the university’s 

The defendants encourage their users and tutors to unlawfully 
copy and publicly display or create derivatives of the university’s 
copyrighted educational materials, according to the complaint.  

According to the complaint, the University 
of Phoenix, which offers higher-education 
programs geared to working adults, 
has created and registered hundreds of 
copyrighted educational materials, which 
the defendants use, distribute and sell in 
violation of federal copyright law.  

“The complaint speaks for itself, but at its 
core, this is about academic integrity,” said 
Shane Lunceford, associate general counsel 
for Apollo.

Chegg did not respond to a request for 
comment regarding the allegations. 

Lunceford said Student of Fortune is one of 
the largest websites that purports to offer 
“online tutoring,” but, in fact, encourages 
academic cheating by creating a marketplace 
for protected course materials and completed 
coursework. 

According to the complaint, Student 
of Fortune is selling complete copies 
of University of Phoenix copyrighted 
educational materials, including syllabi, 
teacher notes, tests and answers.     

copyrighted educational materials, the suit 
alleges.  

According to Lunceford, Student of Fortune 
pays tutors substantial sums to complete the 
course work of others, and in so doing, profits 
handsomely.  

“Student of Fortune brags that its top ‘tutors’ 
can earn nearly $300,000, and then retains 
a significant percentage ranging from 18-40 
percent of the fees earned by its tutors,” he 
said.

The complaint alleges that the defendants 
either know or are willfully blind to the fact 
that the vast majority of materials made 
available infringe the copyrights of others, 
including the University of Phoenix.   WJ

Attorneys:
Plaintiff: Gregory	P.	Gulia,	Vanessa	C.	Hew,	R.	
Terry	Parker,	Larry	Selander	and	Elinor	L.	Hart,	
Duane	Morris	LLP,	New	York

Related Court Document:
Complaint:	2013	WL	753924
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complaint. 
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COPYRIGHT INFRINGEMENT

Defendants in file-sharing ‘swarm’ case 
must be severed
A federal judge in Colorado has ruled that 23 defendants being sued by a film 
company for copyright infringement cannot be joined in one suit and must be 
sued separately. 

R&D Film 1 LLC v. Does 1-23, No. 13-0431, 
2013 WL 646771 (D. Colo. Feb. 21, 2013). 

Acknowledging that courts have split on the 
issue of joinder in similar cases, U.S. District 
Judge William J. Martinez of the District of 
Colorado nonetheless sided with the rulings 
that have found joinder is improper and likely 
to significantly prejudice the defendants. 

He issued the order sua	sponte after reviewing 
the complaint.

The suit at issue was filed Feb. 19 by R&D 
Film 1, the distributor and copyright owner of 
the motion picture “The Divide.”

According to the order, R&D alleged the 
defendants participated in a BitTorrent 
file-sharing “swarm” for the purpose of 
unlawfully downloading the film.

The order explains that individual distributors 
and downloaders of a BitTorrent file are called 
“peers,” and a group of peers involved in the 
simultaneous downloading and distributing 
of a particular file is called a “swarm.”

Judge Martinez said Federal Rule of Civil 
Procedure 20 permits joinder in a lawsuit 
if the right to obtain relief against multiple 

defendants arises from the same transaction 
or occurrence, and if any question of law or 
fact is common to all defendants.

The judge said allowing this action to 
proceed against all the “Doe” defendants 
would result in difficult case management 
and would result in a fundamentally unfair 
process.

First, each defendant is likely to present 
different defenses based on his or her 
individual circumstances, requiring the 
court to give individualized attention to each 
claim by each defendant, Judge Martinez 
explained.  

Second, although all the defendants are 
located in Colorado, they would be prejudiced 
by the size of the state and barriers within it 
that made quick and easy transportation 
difficult, he added.  

The plaintiff would suffer no similar prejudice 
by having to file separate complaints against 
each defendant, except for having to pay 
separate filing fees, the judge noted.

Paying separate filing fees properly balances 
the plaintiff’s right to protect its copyright 
against the court’s interest in cost-efficient 
adjudication of cases, he concluded.  WJ

Related Court Document:
Order:	2013	WL	646771

The judge said allowing the 
action to proceed against all 
the “Doe” defendants would 

be fundamentally unfair.

Some courts have determined that 
defendants involved in sharing or 
downloading activity are engaged in the 
same transaction or a series of closely 
related transactions or occurrences within 
the meaning of Rule 20, the judge said. 

Other courts have come to the opposite 
conclusion, reasoning that simply because 
one defendant clicked on a command to 
participate in the BitTorrent protocol does 
not mean he was part of downloading 
by hundreds or thousands of unknown 
individuals, Judge Martinez said.  

Even if joinder were proper under Rule 20, 
he said, the court must consider if permissive 
joinder comports with fundamental 
principles of fairness.  
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LEGISLATION

Congress expands bill to stop frivolous patent suits
Two congressmen have reintroduced a bipartisan bill aimed at deterring companies that buy broad patents on inven-
tions they did not create and have no intention of producing from suing other individual entrepreneurs and companies 
for infringement.

Sponsored by U.S. Reps. Peter DeFazio, 
D-Ore., and Jason Chaffetz, R-Utah, the 
Saving High-tech Innovators from Egregious 
Legal Disputes Act would require so called 
“patent trolls” to pick up all costs and 
attorney fees associated with frivolous patent 
infringement suits.

The previous version of the SHIELD Act 
applied only to software and computer-
related patents.  The latest version covers all 
types of patents.

The bill exempts plaintiffs who invented the 
patent themselves or can prove that they 
made a significant investment in attempting 
to bring the patented invention to the 
marketplace.

“Patent trolls contribute nothing to the 
economy,” Chaffetz said in a statement.  

REUTERS/Jose Luis Magana REUTERS/Jonathan Ernst

U.S. Reps. Jason Chaffetz (L) and Peter DeFazio (R) sponsored the bill.

“Instead of creating jobs and growing the 
economy, businesses are wasting resources 
to fight off frivolous lawsuits.”

According to DeFazio, patent trolls cost 
American business nearly $29 million in 
litigation fees in 2011.

“They pad their pockets by buying patents 
on products they didn’t create and then 
suing companies from every industry for 
infringement,” DeFazio said in a statement.

The Business Software Alliance welcomed 
the re-introduction of the bill, calling it a 
“much-needed check” on frivolous suits.

“This legislation will go a long way toward 
deterring opportunistic litigation by patent-
assertion entities,” BSA President and CEO 
Robert Holleyman said in a statement.

The Computer & Communications Industry 
Association, the Consumer Electronics 
Association, Google Inc. and Microsoft Corp. 
also support the proposed bill.

The industry trade group American Innovators 
for Patent Reform opposed the SHIELD Act 
in its first go-around last summer, arguing 
there are already penalties in place for those 
who file frivolous suits.

Courts can sanction plaintiffs and attorneys 
who file such suits under Rule 11 of the 
Federal Rules of Civil Procedure, AIPR noted 
in a statement.  WJ
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PRIVACY

HTC settles regulatory complaint  
on mobile device security flaws
Mobile phone maker HTC America has agreed to settle Federal Trade  
Commission charges that the company put smartphone and tablet users’ 
sensitive information at risk by failing to reasonably secure the software on 
millions of its devices.

In the Matter of HTC America Inc., No. 122-
3049, proposed consent order issued (F.T.C. 
Feb. 22, 2013).

The phones contained programming 
flaws that potentially allowed third-party 
applications to gain unauthorized access 
to sensitive information stored on users’ 
devices, the FTC said in a statement Feb. 22.

The security vulnerabilities also made 
it possible for third parties to send text 
messages, record audio and install malware 
on the devices without a user’s knowledge or 
permission, according to the FTC’s regulatory 
complaint.

TAX PREPARATION

H&R Block’s home tax prep miscalculates penalty, class suit says
H&R Block is failing to pay refunds to consumers who overpaid their tax obligations as a result of a glitch in the compa-
ny’s “At Home” tax preparation software that miscalculates the underpayment of estimated tax penalty, a class action 
lawsuit says.

REUTERS/Albert Gea

The Federal Trade Commission alleged HTC failed to use 
“reasonable and appropriate security practices” in the design 
and customization of its software.

HTC has agreed to establish a comprehensive 
security program to prevent future risks 
and release software patches to fix the 
vulnerabilities.

The proposed settlement also requires 
HTC to undergo an independent security 
assessment every other year for the next 20 
years.

HTC develops and manufactures mobile 
devices that operate on the Android, 
Windows Mobile and Windows Phone 
operating systems.

The company customized the software on 
these devices in order to “differentiate itself 
from competitors,” the FTC said.

But HTC failed to use “reasonable and 
appropriate security practices” in the design 
and customization of this software, the FTC 
alleged.

The company specifically failed to provide 
adequate security training for its engineering 
staff and failed to properly review and test the 
software for potential vulnerabilities, among 
other things, according to the complaint.

The settlement, which is open to public 
comment until March 22, also bars HTC from 
making any false or misleading statements 
concerning the security of users’ data on the 
company’s devices.

Stern v. HRB Digital LLC, No. 13-00175, 
complaint filed (W.D. Mo. Feb. 20, 2013).

The suit, filed in the U.S. District Court for the 
Western District of Missouri, says H&R Block 
advertises its software to be 100 percent 
accurate and that it will reimburse dissatisfied 
consumers for the cost of the software within 
60 days.

“Despite the software causing consumers to 
overpay the penalty and H&R’s representation 
that it will refund the cost of the software if it 
is unsatisfactory, consumers are overpaying 
their tax obligations and H&R is not refunding 
consumers the cost of the software,” the 
complaint says.

Howard Stern, a New Jersey resident, brought 
the proposed class action on behalf of potentially 
thousands of consumers nationwide who had 

their underpayment penalty miscalculated by 
the software.

He alleges the software calculates the penalty 
using an interest rate of 4 percent for the third 
quarter while the interest rate actually charged 
by the Internal Revenue Service is only 3 
percent.  

As a result, the alleged miscalculation causes 
overpayment of the penalty by any consumers 
who made an estimated payment in the third 
quarter of 2011 late, the suit says.

Stern claims that he bought the “At Home” 
software in 2011 for $29.99, based in part on 
H&R Block’s guarantee about its accuracy and 
the refund offer.

The software costs between $19.99 and $79.99, 
depending on the edition purchased.

Stern claims that the software calculated a 
$159 penalty for his underpayment of estimated 
taxes, when the correct penalty was only $142. 

The suit demands compensatory and punitive 
damages and seeks certification of a class of 
nationwide consumers, both individuals and 
business entities, who used the “At Home” 
software and were assessed an underpayment 
of estimated tax penalty.

H&R Block is owned by Kansas City-based 
HRB Digital LLC.  As of press time, it had not 
appeared in the case.  WJ

Attorneys:
Plaintiff:	Michael	J.	Flannery,	Cuneo	Gilbert	&	
Laduca,	St.	Louis;	Gary	S.	Graifman,	Kantrowitz	
Goldhamer	&	Graifman,	Chestnut	Ridge,	N.Y.;	Gary	
E.	Mason,	Whitfield	Bryson	&	Mason,	Washington

Related Court Document:
Complaint:	2013	WL	744020
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ALISON FRANKEL’S ON THE CASE

How SCOTUS wiretap ruling helps Internet privacy defendants
By Alison Frankel

I’ve spent the last two weeks vacationing out 
of the country, with only intermittent access 
to headlines from the United States.  Every 
time I checked in, I felt as though I’d missed 
another huge legal story: the U.S. Supreme 
Court’s ruling on materiality and securities 
class certification in Amgen	 v.	 Connecticut	
Retirement	 Plans, No. 11-1085, 2013 WL 
691001 (U.S. Feb. 27, 2013); oral arguments 
in Argentina’s appeal in the renegade 
bondholder litigation; a New York state 
court’s long-awaited holding that insurance 
regulators were within their rights to approve 
MBIA’s $5 billion restructuring in 2009; Credit 
Suisse throwing in the towel on Ambac’s 
mortgage-backed securities claims,	 Ambac	
Assurance	 Corp	 v	 DLJ	 Mortgage	 Capital,	
600070/2010,	New	York	State	Supreme	Court,	
New	York	County;	and the slashing of Apple’s 
billion-dollar patent infringement damages 
against Samsung.	 	 Apple	 Inc.	 v.	 Samsung	
Electronics	 Co., No. 11-CV-01846, 2013 WL 
772525 (N.D. Cal. Mar. 1, 2013).  But one of 
the great things about legal journalism is 
that first-day coverage isn’t usually the end 
of the story, especially when it comes to 
judicial opinions.

Take, for example, the Supreme Court’s 
ruling late last month in Clapper	v.	Amnesty 

International USA, No. 11–1025, 2013 WL 
673253 (U.S. Feb. 26, 2013).  On its face, the 
decision addresses a challenge by human 
rights advocates and media groups to a 
2008 amendment of the Foreign Intelligence 
Surveillance Act that makes it easier for the 
government to obtain approval from a special 
court for wiretaps on intelligence targets 
outside of the United States.  Opponents 
of the amendment, who asserted that their 
work requires them to engage in sensitive 
phone and email communications with likely 
targets of such surveillance, claimed the law 
violates the First and Fourth Amendments 
and the separation-of-powers doctrine.  
The court, as you probably read soon after 
the decision was announced Feb. 26, said 
that the 2nd U.S. Circuit Court of Appeals 
erred when it concluded the plaintiffs had 
standing to bring their case.  In a 5-4 ruling, 
the Supreme Court held that the human 
rights and media groups could not show, 
without resorting to speculation, that they 
faced “certainly impending” harm from the 
2008 amendment.  The majority also said 
the plaintiffs could not establish standing 
through the costs they incurred to prevent 
harm from the new law.

That’s good news for government spooks, of 
course.  But as Ropes & Gray noted in a very 
smart client alert March 4, it’s also good news 
for companies facing class actions based on 
alleged breaches of their customers’ online 
privacy.  Defendants have shelled out tens 
of millions of dollars (mostly in charitable 
contributions and legal fees for the other side) 
in consumer class actions filed in the wake of 
data breaches or revelations of undisclosed 
customer tracking.  The Clapper  ruling 
should make it easier for Internet businesses 
to win the quick dismissal of these cases on 
standing grounds.

Standing arguments have been a primary 
defense in Internet privacy class actions since 
2011, when trial courts first began ruling that 
customers couldn’t bring claims against 
companies that tracked them online unless 
they could show actual harm from the 
practice.  Last December, for instance, 
federal magistrate  Judge Paul Grewal of 

San Jose, Calif., said Google users didn’t 
have standing to sue because they hadn’t 
shown any injury from the universal terms 
of service the company imposed in March 
2012.  In	 re	 Google	 Inc.	 Privacy	 Policy	 Litig., 
No. C 12-01382, 2012 WL 6738343 (N.D. Cal., 
San Jose Div. Dec. 28, 2012).  Not all judges, 
however, have had the same view of standing 
in these cases, so plenty of data privacy 
classes have been certified, sometimes with 
millions of members. When Facebook’s 
$20 million Sponsored Stories settlement 
received preliminary approval in December, 
the company put to rest claims by more than 
100 million users.  That’s a scary number for 
any defendant.  Fraley	v.	Facebook	Inc., 2012 
WL 6013427 (N.D. Cal. Dec. 3, 2012).

Internet companies were hoping for help 
from the Supreme Court last year in First	
American	 Financial	 v.	 Edwards, which 
presented the question of whether plaintiffs 
can show harm through a statutory violation 
or must establish standing through an actual 
injury.  First	American was fully briefed and 
argued, but the justices ultimately dismissed 
certiorari as “improvidently granted.”  First	
Am.	 Fin.	 Corp.	 v.	 Edwards, 132 S. Ct. 2536 
(June 28, 2012).

Clapper didn’t attract First	American’s amicus 
attention from tech companies, but 
according to the Ropes client alert, 
Justice Samuel Alito’s opinion in the case 
gives data privacy defendants pretty much 
all they could have wanted.  The decision 
holds that standing cannot be based on 
the speculative possibility of future harm 
or even on the 2nd Circuit’s standard of 
an “objectively reasonable likelihood” of 
injury.  Supreme Court precedent, Justice 
Alito wrote, demands that plaintiffs show a 
“certainly impending” threat of harm in order 
to establish standing.  “A highly attenuated 
chain of possibilities,” he wrote, “does not 
satisfy the requirement that threatened injury 
must be certainly impending ... We decline 
to abandon our usual reluctance to endorse 
standing theories that rest on speculation 
about the decisions of independent actors.”

That requirement, said Patrick 
Carome  of  Wilmer Cutler Pickering Hale 

Alison Frankel’s blog, On the Case, is 
featured on Thomson Reuters News & Insight 
(http://newsandinsight.thomsonreuters.
com/Legal/).  A founding editor of the 
Litigation Daily, Frankel has covered big-
ticket litigation for more than 20 years.  Her 
work has appeared in The New York Times, 
Newsday, The American Lawyer and several 
other national publications.  She is also the 
author of “Double Eagle: The Epic Story of 
the World’s Most Valuable Coin.”  In 2011, she 
was named Reuters Journalist of the Year for 
Commentary.
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&	 Dorr (who submitted an amicus brief for 
Facebook and other Internet companies 
in last year’s First	 American case), should 
spell the end of privacy breach class actions 
premised on arguments that customer 
information could potentially be misused.  
“Clapper confirms the trend of courts being 
really demanding at the front end of cases,” 
Carome said.

Clapper also precludes data privacy plaintiffs 
from claiming that they have standing based 
on the cost of monitoring their credit reports 
for misuse of their private information, the 
Ropes client alert noted.  The opinion firmly 
rejected the 2nd Circuit’s reasoning that the 
expense of avoiding reasonably anticipated 
harm is itself sufficient to constitute an 
injury.  “If the law were otherwise, an 
enterprising plaintiff would be able to secure 
a lower standard for Article III standing 
simply by making an expenditure based on 
a non-paranoid fear,” Justice Alito wrote.  
“[Plaintiffs] cannot manufacture standing 
merely by inflicting harm on themselves 
based on their fears of hypothetical future 
harm that is not certainly impending.”

If Ropes and Carome are right — and I’m 
quite sure they are — we’re going to be 
seeing that quote again soon in data privacy 
litigation.  WJ

NEWS IN BRIEF

APPLE TO SETTLE SUIT OVER APP THAT ALLOWED MINORS TO MAKE 
PURCHASES

Apple has agreed to settle a California federal class-action lawsuit over unauthorized charges 
for “game currency” (virtual supplies or currency) that minors allegedly purchased in game 
applications on iOS-based mobile computing devices without their parents’ knowledge.  Apple 
unsuccessfully sought to dismiss the 2011 suit and took two full-day mediation sessions for the 
parties to reach an agreement, according to the plaintiffs’ unopposed settlement motion.  Under 
the agreement’s proposed terms, class members may elect to receive a $5 iTunes Store credit 
or cash, if they seek over $30 in relief.  Apple also agreed to pay $1.3 million in attorney fees and 
costs, and a $1,500 service award to five lead plaintiffs.  The federal court held a hearing on the 
proposed settlement March 1.  The parties submitted additional forms March 8 and now await 
the court’s final approval.

In re Apple In-App Purchase Litigation, No. 11-CV-1758, supplemental declaration filed (N.D. 
Cal., San Jose Div. Mar. 8, 2013).

Related Court Document:
Settlement	motion:	2013	WL	673488

TUMBLR THEME INFRINGES TYPEFACE, SUIT SAYS

Font Diner Inc., a company that designs and licenses custom-font software, has sued Mixpanel 
Inc. in New York federal court, saying the Web analytics firm improperly embedded the plaintiff’s 
copyrighted typeface font into a theme offered on Tumblr’s microblogging platform.  Tumblr, 
which is not a party to the suit, allows users to customize individual blogs with a variety of free or 
premium stylistic templates or themes.  Mixpanel allegedly embedded Font Diner’s copyrighted 
“Coffee Service” typeface font into its free “Showcase” theme, the complaint says.  Although Font 
Diner charges $39 for each license, Mixpanel never paid for “Coffee Service,” the suit says.  Over 
26,599 Tumblr blogs use the “Showcase” theme, Font Diner says.  The company seeks over $1 
million in damages on charges of copyright infringement and breach of contract.   

Font Diner Inc. v. Mixpanel Inc., No. 1:13-CV-01087, complaint filed (E.D.N.Y. Mar. 1, 2013).

Related Court Document:
Complaint:	2013	WL	866328

BLOOMBERG SUED OVER UNPAID OVERTIME

Former Bloomberg LP employee Lee Siegel alleges the media company failed to pay him 
and other computer help desk workers premium overtime wages in violation of the Fair Labor 
Standards Act, according to a New York federal court complaint.  Siegel, a New Jersey resident, 
worked as PC support staff at the company’s Princeton and New York City offices from September 
2010 until July 2012, the suit says.  PC support staff generally worked five eight-hour shifts per 
week, but Siegel and other putative class members usually worked extra hours to complete jobs, 
the suit says.  Bloomberg, however, compensated them for only 40-hour weeks, the suit says.  
The suit seeks unpaid wages, liquidated damages, and attorney fees and costs.    

Siegel et al. v. Bloomberg LP, No. 13-CV-1351, complaint filed (S.D.N.Y. Feb. 26, 2013).

Related Court Document:
Complaint:	2013	WL	830805	
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FEDERAL LAWS AIM TO UNLOCK CELL PHONES

Bipartisan lawmakers in the U.S. House and Senate are seeking to restore an exemption to the 
Digital Millennium Copyright Act that allows consumers to “unlock” or break the link between 
use of a cell phone and a specific wireless provider once contractual obligations have been 
fulfilled.  Senate Judiciary Commission Chairman Patrick Leahy, D-Vt., introduced the Unlocking 
Consumer Choice and Wireless Competition Act, S. 517, March 11.  The bipartisan legislation’s five 
other sponsors included Sens. Orrin Hatch, R-Utah, and Al Franken, D-Minn.  House Committee 
Chairman Bob Goodlatte, R-Va., ranking member John Conyers, D-Mich., and Reps. Howard 
Coble, R-N.C., and Mel Watt, D-N.C., introduced H.R. 1123, a similar bill March 14.  “Providing 
consumers with the flexibility to use their purchased cell phones on another network at the 
expiration of their contract with their initial provider enhances consumer choice and competition 
in the market,” Conyers said in a statement.

FACEBOOK’S ‘BEACON’ SETTLEMENT STANDS

Facebook’s $9.5 million settlement with class-action plaintiffs over a now-defunct advertising 
program called Beacon will stand as a federal appeals court has denied petitions to rehear the 
case.  The Beacon program automatically updated Facebook users’ profiles if they interacted 
online with Hotwire, Overstock.com or any company that participated in a joint marketing venture 
with Facebook.  Facebook agreed to end all Beacon iterations and to pay a $6.5 million cy	pres 
award to a new charity, the Digital Trust Foundation, which is dedicated to educating users, 
regulators and enterprises about privacy and online security.  The cy	pres doctrine allows courts 
to award damages to charities that benefit the class and advance the suit’s objectives.  Several 
dissenting judges on the 9th U.S. Circuit Court of Appeals voted to rehear the case en	 banc, 
saying the settlement “muddles” the court’s cy	pres jurisprudence.  The Digital Trust Foundation 
“can’t teach users how to protect themselves from Facebook’s deliberate misconduct,” the 
dissenters said.  

Lane et al. v. Facebook Inc. et al, Nos. 10-16380 and 10-16398, 2013 WL 765140 (9th Cir.  
Feb. 26, 2013)

Related Court Document:
Order:	2013	WL	765140	
Westlaw	Journal	story	about	the	initial	settlement:	2012	WL	4754832

REUTERS EDITOR INDICTED FOR HACKING

A March 14 federal grand jury indictment charges Matthew Keys, a deputy social media editor at 
Thomson Reuters, with conspiring with “Anonymous,” a shadowy group of Internet hackers, to 
alter content on the Los Angeles Times’ website in 2010.  The now-bankrupt Tribune Co. owned 
the LA Times and Sacramento-based television station KTXL Fox 40, where Keys worked, the 
indictment says.  Keys joined Westlaw Journal parent Thomson Reuters in 2012.  According to the 
indictment, in December 2010, Keys told Anonymous members in an Internet chat room known 
as #internetfeds that he worked for Tribune, and he gave them a username and password to enter 
the media company’s website content management system, the indictment says.  He is charged 
with conspiracy to cause damage to a protected computer and transmission of malicious code.  

United States v. Keys, No. 2:13-cr-00082, indictment filed (E.D. Cal. Mar. 14, 2013).

Related Court Document:
Indictment:	2013	WL	987573

NEWS IN BRIEF

Without these disclaimers on his blog, the 
majority upheld the Virginia State Bar’s 
disciplinary decision that Hunter violated the 
state’s rules of professional conduct concerning 
legal advertising and communications about 
a lawyer’s services outlined in Virginia Rule of 
Professional Conduct 7.1 and 7.2, Va. Sup. Ct. R. 
Pt. 6, §§ 2 RPC  7.1 & 7.2.

COMMERCIAL OR POLITICAL 
SPEECH

“This is the first time the Virginia Supreme 
Court has addressed whether a lawyer’s 
right to blog is protected under the First 
Amendment,” said Carr Maloney member 
Dennis J. Quinn, who concentrates his 
practice on professional liability and 
commercial litigation matters.

Quinn, who was not involved with the case, 
recently ended his tenure as president of the 
Virginia Association of Defense Attorneys.  

Unlike political speech, which is entitled to 
full First Amendment protection, the Virginia 
State Bar may regulate an attorney’s blog if 
it involves commercial speech, Justice Cleo 
E. Powell explained in the majority’s opinion.

To determine whether Hunter’s blog 
constituted commercial speech, Justice 
Powell emphasized the following facts:

• 22 of Hunter’s 25 posts described 
successful cases that he has handled.  

• Hunter admitted that part of his 
motivation for publishing the blog was 
economic.  

• The blog did not allow readers to post 
comments or join in the conversation.

“The majority opinion leaves no question 
that  this	 lawyer’s blog was commercial 
speech, subject to regulation by the Virginia 
State Bar,” Quinn said.   

Therefore, the state Bar could regulate 
Hunter’s blog because it has a substantial 
government interest in protecting the public 
from misleading attorney advertising, the 
majority concluded.  

“While this holding might not apply to every 
blog, I think any Virginia lawyer who writes a 
blog — and — there are many, should make 
sure it complies with Rules 7.1 and 7.2 of 
the Virginia Rules of Professional Conduct,” 
Quinn said. 

Blog
CONTINUED FROM PAGE 1
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Rule 7.2 governs attorney advertising.  An advertisement violates Rule 7.2(a)(3) if it:
Advertises specific or cumulative case results, without a disclaimer that puts the case 
results in a context that is not misleading, states that case results depend upon a variety 
of factors unique to each case, and further states that case results do not guarantee or 
predict a similar result in any future case undertaken by the lawyer.  The disclaimer shall 
precede the communication of the case results.  When the communication is in writing, 
the disclaimer shall be in bold type face and uppercase letters in a font size that is at least 
as large as the largest text used to advertise the specific or cumulative case results and in 
the same color and against the same colored background as the text used to advertise the 
specific or cumulative case results.

Rule 1.6(a) states that, with limited exceptions:
A lawyer shall not reveal information protected by the attorney-client privilege 
under applicable law or other information gained in the professional relationship 
that the client has requested be held inviolate or the disclosure of which would 
be embarrassing or would be likely to be detrimental to the client unless the 
client consents after consultation, except for disclosures that are impliedly 
authorized in order to carry out the representation.

Rule 7.1 governs communications concerning a lawyer’s services. Rule 7.1(a)(4) states:
A lawyer shall not, on behalf of the lawyer or any other lawyer affiliated with the lawyer 
or the firm, use or participate in the use of any form of public communication if such 
communication contains a false, fraudulent, misleading, or deceptive statement or claim.

Hunter v. Virginia State Bar, No. 121472, 2013 WL 749494 (Va. Feb. 28, 2013).

“This is the first time the Virginia Supreme Court has addressed whether a 
lawyer’s right to blog is protected under the First Amendment.  The answer, 
apparently, is no. The majority opinion leaves no question that this	lawyer’s blog 
was commercial speech, subject to regulation by the Virginia State Bar.  While 
this holding might not apply to every blog, I think any Virginia lawyer who writes 
a blog — and there are many — should make sure it complies with Rules 7.1 and 
7.2 of the Virginia Rules of Professional Conduct.”

“In a first-of-its-kind ruling from a state appellate court, a divided Virginia 
Supreme Court addressed the application of the First Amendment in connection 
with a lawyer’s blog posts on his law firm’s website.  The Virginia Supreme Court, 
in holding that certain self-promoting blog entries constituted commercial 
speech and, thus, attorney advertising, upheld a finding that those postings 
violated Rules 7.1 and 7.2 of the Virginia Rules of Professional Conduct concerning 
communications about a lawyer’s services and advertising where they failed to 
carry with them a disclaimer advising the public that such favorable results, as 
described by the attorney in the posts, were not guaranteed.  By failing to contain 
a disclaimer as required by the Virginia Rules of Professional Conduct, the blog 
posts had the potential to be misleading”.

“The court’s Rule 1.6 holding may be more likely to raise eyebrows in disciplinary 
circles.   The court seems to say that an attorney, for commercial gain, may share 
any truthful information about a former client’s representation that isn’t covered 
by the attorney-client privilege, no matter how embarrassing to the former 
client.  State rules that follow Model Rule 1.6 tend to have a much broader reach, 
protecting information gained from any source in the course of a representation.  
The court focused on privacy concerns but did not take into account that lawyers 
are widely thought to have some duty of loyalty even to former clients.  To me, 
the latter interest is not disposed of by the fact that others could have reported 
the same information.”

Dennis J. Quinn of  
Carr Maloney

Jonathan Labukas of 
Quarles & Brady

Randel E. Phillips of 
Moore & Van Allen

Justices Donald W. Lemons and Elizabeth A. 
McClanahan dissented, finding that Hunter’s 
blog constituted political speech.

Hunter mainly blogged about his views on 
Virginia’s criminal justice system, exposing 
the flaws and giving detailed descriptions 
on how trials are conducted, Justice Lemons 
said.    

Therefore, “the Bar cannot force Hunter to 
post an advertising disclaimer on his blog,” 
the dissent said.  

DISCLOSING PUBLIC FACTS

Despite the court’s split on commercial 
versus political speech, the full panel agreed 
on one controversial point: the Virginia 
State Bar cannot prohibit an attorney from 
blogging about cases that have concluded.  

The majority and dissenting justices also  
rejected the Virginia Bar’s argument that 
Hunter violated ethical rules when he blogged 
about specific cases because he disclosed 
potentially embarrassing information about 
clients.

“To the extent that the information is aired 
in a public forum, privacy considerations 
must yield to First Amendment protections,” 
the majority said, overruling the state Bar’s 
interpretation of Virginia Rule of Professional 
Conduct 1.6.

Moore & Van Allen general counsel Randel 
E. Phillips said this part of the ruling “may be 
more likely to raise eyebrows in disciplinary 
circles.” 

Phillips is not involved with the case.    

“The court focused on privacy concerns 
but did not take into account that lawyers 
are widely thought to have some duty of 
loyalty even to former clients.  To me, the 
latter interest is not disposed of by the fact 
that others could have reported the same 
information,” Phillips said, addressing the 
decision’s rationale.  WJ

Attorneys:
Plaintiff:	Rodney	A.	Smolla,	Richmond,	Va.

Defendant: Assistant	Bar	Counsel	Renu	M.	
Brennan,	Virginia	State	Bar;	Liason	Counsel	
Edward	L.	Davis,	Virginia	State	Bar,	Richmond

Related Court Document:
Opinion:	2013	WL	749494

See Document Section A (P. 21) for the opinion.
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Robert J. Kenney, partner, Birch Stewart Kolasch & Birch

“This is another in a growing line of cases against online retail sites 
that have unsuccessfully tried to establish infringement by the site 
on the basis of its sales of keywords, which relate to the plaintiff to 
plaintiff’s competitors.  As the court noted, ‘[t]he crux of the matter 
is whether shoppers on Amazon are confused as to the source of the 
products displayed in the list of search results.’  In this case, because 
the advertisements and competing goods which result from the search 
were clearly identified as those of plaintiff’s competitors, the consumer 

would not be confused as to source, especially since the goods were fairly expensive 
ones which the prospective purchasers would take time to consider more carefully before 
purchasing.

Ultimately, as long as the online retailer clearly labels the search results such that the 
consumer is not misled as to the source of the goods being purchased, the online retailer 
will very likely not be liable for infringement.  In that case, perhaps only the expanded 
application of ‘initial interest confusion’ would change the outcome.  Initial-interest 
confusion occurs where the consumer at first sets out to find Company A by searching 
Company A’s name or product names and is directed through search results to Competitor 
B.  Being satisfied that B’s product meets his or her need, the consumer then purchases 
Company B’s product knowing full well it does not come from Company A.  While there is 
no confusion as to source, A would argue that, if not for the goodwill it established with the 
consumer, who remembered A’s mark and/or products enough to initiate a search for them, 
B would likely have never made a sale.  However, courts have not commonly adopted a 
broad application of initial-interest confusion.”

 
Greg Sitrick, partner, Quarles & Brady 

“Following the recent trend of trademark cases examining 
infringement of results displayed from a user’s search on a website, the 
court in this case examined whether the search results displayed on 
Amazon’s website in response to a user’s query constitutes trademark 
infringement, particularly when the Amazon returns results in response 
to a user query but doesn’t actually sell the product sought.  The court 
focused on the likelihood of confusion, and in doing so considered 
and affirmed the initial-interest-confusion analysis applied by the 9th 

U.S. Circuit Court of Appeals in	Network	Automation	Inc.	v.	Advanced	Systems	Concepts	Inc., 
638 F.3d 1137 (9th Cir. 2011).  In Network	Automation, the court took the eight-factor test 
for likelihood of confusion from AMF	Inc.	v.	Sleekcraft	Boats, 599 F.2d 341 (9th Cir. 1979), 
and refocused the analysis to what it considered the four most relevant factors, taking 
into consideration that the traditional law should be applied flexibly when examining the 
likelihood-of-confusion test in an Internet context.  The court in this case agreed with the 
reasoning set forth in Network	Automation	and examined only: the strength of the mark, the 
evidence of actual confusion, the type of goods and degree of care likely to be exercised by 
the purchaser, and the labeling and appearance of the advertisements and the surrounding 
context on the screen displaying the results page.  Upon application of the four factors, 
the court ultimately found there was no likelihood of confusion because: the mark was 
found to be descriptive and thus conceptually weak, Amazon presented evidence of no 
actual confusion among customers, and the high price of the goods and use of the Internet 
suggests that users would exercise a greater degree of care.  Although the case doesn’t 
change the analysis of the likelihood-of-confusion test, it sheds some light on the fact that 
courts are more cognizant that consumers are becoming more sophisticated users of the 
Internet.  Practically, it means litigants should be met with less resistance when arguing 
that the default degree of care should be heightened for Internet users as ‘the novelty of the 
Internet [is] evaporat[ing] and online commerce [is] becom[ing] commonplace.’”  

Multi Time Machine Inc. v. Amazon.com 
et al., No. CV 11-09076, 2013 WL 638888 
(C.D. Cal. Feb. 20, 2013).

U.S. District Judge Dean E. Pregerson of the 
Central District of California found there was 
no likelihood of confusion if Amazon used 
Multi Time Machine Inc.’s trademarks in its 
search engine or on its search results page.

He therefore granted Amazon’s summary 
judgment motion and dismissed MTM’s 
trademark infringement suit as a matter of law.

SEARCHING FOR MTM’S WATCHES

According to the order, MTM sells military-
style watches, including the “MTM Special 
Ops” and “MTM Military Ops” watches.  
Prices range from more than $100 up to 
$2,000.  

MTM only sells watches through its website 
and through a limited number of authorized 
distributors.  The company does not sell 
watches on Amazon and does not allow 
its distributors to sell the watches on the 
e-commerce platform, the order said.

Amazon’s search technologies rely on 
consumer behavior to display products on 
the results page that Web browsers are likely 
to purchase, Judge Pregerson said.

Therefore, Amazon’s search technologies 
may retrieve and display results that do not 
include the words that the consumer types 
into the search box, he noted.

Because MTM does not sell its products on 
Amazon, customers who search for “mtm 
special ops” on the e-commerce website will 
see products belonging to MTM’s competitors 
on the results page, the order said.  

Additionally, Amazon’s search results 
page includes a section with the heading 
“sponsored links,” Judge Pregerson noted.  
Under this section, customers will see an 
advertisement linking to MTM’s  website, 
www.specialopswatch.com.  

INFRINGEMENT SUIT

MTM, which is based in Los Angeles, sued 
Amazon in November 2011 for trademark 
infringement, false designation of origin and 
unfair competition.  

Amazon
CONTINUED FROM PAGE 1
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Adam Weiss, partner, Schiff Hardin

“MTM	again shows that the 9th Circuit pendulum has swung toward 
protecting Internet search companies sued by trademark owners, but 
it does not mean that those companies can ignore trademark rights.  
The primary analysis continues to be whether there is a likelihood of 
confusion — whether the way the search company uses a trademark 
is likely to mislead consumers as to the source or sponsorship of 
products.  The confusion analysis is always fact-specific, and MTM 
reminds us that Internet-search cases are no different.  Judge 

Pregerson focused primarily on exactly what the consumer sees on the screen, so context 
and clear labeling counted.  Using traditional standards, the court also considered the 
weakness of the plaintiff’s trademark, the evidence of a lack of actual confusion and the 
high degree of care given by purchasers of expensive watches.  While MTM presented 
expert testimony, the court faulted the plaintiff for failing to present a well-crafted 
consumer survey.  The court by no means drew a bright-line rule approving all use of 
trademarks when displaying search results containing competitive products, so had MTM 
been able to present more convincing evidence of likely confusion, the result may well have 
gone against Amazon.”

IMPACT

Quarles & Brady partner Gregory Sitrick, 
Schiff Hardin partner Adam S. Weiss 
and Robert J. Kenney, a partner at Birch 
Stewart Kolasch & Birch, offered comments 
on the decision’s impact although none were 
involved with the case.  

“Although the case doesn’t change the 
analysis of the likelihood-of-confusion test, 
it sheds some light on the fact that courts 
are more cognizant that consumers are 
becoming more sophisticated users of the 
Internet,” Sitrick said.

What does that mean for online retailers like 
Amazon?   

“Ultimately, as long as the online retailer 
clearly labels the search results such that the 
consumer is not misled as to the source of the 
goods being purchased, the online retailer 
will very likely  not be liable for infringement,” 
Kenney said.    

Weiss, however, said “MTM	again shows that 
the 9th Circuit pendulum has swung toward 
protecting Internet search companies sued 
by trademark owners, but it does not mean 
that those companies can ignore trademark 
rights.”

“Had MTM been able to present more 
convincing evidence of likely confusion, the 
result may well have gone against Amazon,”  
Weiss added.  WJ

Attorneys:
Plaintiff: Jeffrey	R.	Cohen,	Millen	White	Zelano	&	
Branigan,	Arlington,	Va.	

Defendants: Allan	E.	Anderson	and	Timothy	L.	
Skelton,	Ropers	Majeski	Kohn	&	Bentley,	Los	
Angeles

Related Court Document:
Order:	2013	WL	638888

See Document Section B (P. 31) for the order.

In its complaint, the watch company said it 
owns the trademarks for “MTM special ops” 
and “military ops” and has used them in 
commerce since around 1995.  

MTM alleged that Amazon infringed the 
trademarks because the website displayed 
Luminox and Chase-Durer watches, which 
are competing products, when users 
searched for MTM’s trademarked timepieces.  

In December 2012 Amazon sought summary 
judgment, saying it never infringed MTM’s 
trademarks or confused customers about the 
source of the watches it sold or displayed.  

Rather, Amazon said, MTM’s suit accused the 
website of doing what retailers nationwide 
do offline every day: suggesting an alternate 
product.

After hearing the parties’ oral arguments, 
Judge Pregerson agreed with Amazon that 
MTM did not present enough evidence to 
prove infringement.  

“The crux of the matter is whether shoppers 
on Amazon are confused as to the source of 
the products displayed in the list of search 
results,” he wrote. 

According to the judge, on the Internet, a 
“likelihood of confusion” analysis boils down 
to four factors:

• The strength of the mark.

• The evidence of actual confusion.

• The type of goods and degree of care 
likely to be exercised by the purchaser.

• The labeling and appearance of the 
advertisements and the surrounding 
context on the screen displaying the 
search results.

Consumers who buy the relatively expensive 
watches are sophisticated, the judge pointed 
out.  Additionally, MTM could have, but 
chose not to, submit a survey showing that 
consumers are actually or likely confused 
about the source of the watches.   
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RECENTLY FILED COMPLAINTS FROM WESTLAW COURT WIRE

Westlaw Citation 2013 WL 990991

Case Title Washington v. Google, No. 13-2-00543-1 (Wash. Super. Ct., Thurston County Mar. 12, 2013). 

Case Description Malpractice

Factual Allegations

Defendant Google outfitted their Street View vehicles with commercially available antennae and freely 
available open-source software called Kismet to drive down public streets and collect WiFi network 
identification information for use in their “location aware” services.  Information collected was found to 
contain personal account and email information which Google agreed to immediately destroy as well as 
change the process in which it collected information as to not violate the privacy of the public.  In addition 
but not limited to the aforementioned provisions, Google agreed to pay $7 million in compensatory 
damages.

Damages Synopsis

Google must abide by the provisions in the agreement including, but not limited to, the attorney general 
of Connecticut, which for purposes of this paragraph shall mean both commissioner of consumer 
protection and the Connecticut attorney general, on behalf of the MSEC and the attorneys general, is the 
designated representative to receive any report, notice or consultation required under paragraphs 3, 4 
and 5 of Section II of this assurance.  Google agrees that the attorney general of Connecticut is authorized 
to share any materials received from Google with the attorneys general, this assurance shall become 
effective when all attorneys general have delivered a counterpart signature page to Google, and any 
failure of any state to exercise any right under this assurance shall not constitute a waiver of any rights 
hereunder of that state or any other state.

Westlaw Citation 2013 WL 968134

Case Title Hodges et al. v. Apple Inc., No. 3:13-CV-01128 (N.D. Cal. Mar. 13, 2013).

Case Description Class action

Factual Allegations

Defendant Apple Inc. concealed to plaintiff consumer and the class members that its MacBook Pro used 
two distinctly different LCD screens to house a retina display technology in the rMBP, causing them to be 
deceived to buy defendant’s product with an expectation that the MacBook Pro measured up to its claims 
and representations.

Damages Synopsis Class action certification, declaratory relief, restitution, disgorgement, expenses, fees and costs.

Westlaw Citation 2013 WL 950674

Case Title Phillips v. Arnold et al., No. 2:13-CV-00444 (W.D. Wash. Mar. 12, 2013). 

Case Description Other Fraud

Factual Allegations
Defendant former employees stole confidential information in plaintiff Mark E. Phillips’ personal computer 
in order to use the technology applications to their own interests.  The plaintiff owner of MOD Systems Inc. 
and Banana Inc. claims for damages suffered because of the defendants’ act of wrongful access.

Damages Synopsis $100 million in actual and consequential damages, exemplary damages, declaratory and injunctive relief, 
disgorgement, fees and costs.
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