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Supply Chains, Outsourcing
Efforts and Foreign Operations
of U.S. and Multinational
Companies

representatives of the US establishment are trying to shift
the confrontational mentality and the surviving algorithms
of the Cold War era into the area of modern digital technologies. The USA is once again seeking to act as supreme
arbiter and ‘decider of the world’s fate,’ this time trying
to put in its service the power of network technologies as
a catalyst for political, social, and economic processes in
states and regions vital to it. 3

The Bill and the resulting criticism raise several issues. Is there a
need for GOFA? Is GOFA as far reaching as it sponsors (and critics)
claim? What impact will GOFA have on multinational businesses
with U.S. operations? Will the Bill actually pass?

Why GOFA?
There are numerous studies and reports that lend support to
Representative’s Smith claims that many foreign governments
are using the Internet “as a tool or repression”.

On December 8, 2011, Congressman Chris Smith of New Jersey
introduced a new bill in the House of Representatives entitled
“The Global Online Freedom Act of 2011” (“GOFA”).1 According
to Congressman Smith, GOFA is a response “to the growing use
of the Internet as a tool of repression, and to changes in the
technologies of repression.”2

According to a recent study by the Center for Technology
Innovation at Brookings, since 1995 there have been 606
unique incidents involving governmental actors blocking
or disrupting internet and digital communications traffic.4
Particularly concerning is the trend line on these incidents.
The Brookings report claimed that there were 155 disruption or
blocking incidents between 1995 and 2006, while there were 453
disruption or blocking incidents in the five-year period between
2007 and 2011.5 Reported examples of disruption and blocking
events have included the blocking of Facebook and Twitter in
China,6 deliberate slowing of internet speeds in Iran,7 blocking
of an environmental website in Russia8 and YouTube blocking
in Turkey.9

Perhaps not surprisingly, the Bill received swift criticism from
countries that might be viewed as potential targets of the proposed
legislation. On December 19, 2011, Alexsandr Lukashevich, a
spokesman for the Russian Ministry of Foreign Affairs, claimed:

Many governments do not confine themselves to simply
blocking or limiting internet traffic – at least according to some
reports. There have been claims that the Iranian government
has arrested and beaten opposition figures following extensive
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monitoring of such figures’ cell phones, email accounts and
text messaging activities.10 Prominent Chinese activists have
received jail sentences in connection with their email and website
based criticism of Chinese governmental actions.11 In Tunisia,
prior to the recent “Arab Spring” revolution in that state, its
former government reportedly monitored the email traffic of
its citizens and, at times, would even alter the content of email
communications while in transit.12
Many European and American companies have been accused
of aiding the internet blocking and surveillance activities of
repressive regimes. For instance, Telecomix, a multinational
group of online activists, found evidence that Blue Coat
Systems, Inc., an American corporation, provided web filtering
technology to the Syrian government.13 While several European
companies, including Ericsson AB, Creativity Software, Ltd. and
AdaptiveMobile Security Ltd., have been accused of providing
equipment that was accessible by Iranian law enforcement and
state security agencies.14

GOFA’s Reach
As written, GOFA has three primary requirements:
• New Reports and Designations from the State
Department. New reporting obligations are imposed on
the U.S. Secretary of State.
◦◦The U.S. Department of State would be required to
include in its annual country reports information
related to whether such country’s government (a)
filters, censors or blocks internet content, (b) has
punished individuals or groups for expressing political,
religious or ideological opinions via the internet, and
(c) has sought to collect, obtain or disclose personally
identifiable information of a person in connection
with such person’s expression of political, religious or
ideological belief.15
◦◦The Secretary of State would be required to annually
designate any Internet restricting countries.16
• New Public Filing Requirements for Certain Publicly
Traded Companies. Any “Internet communications
services company” with securities trading on a U.S.
securities exchange and operating in an “Internet
restricting country” would be required to include the
following information in its publicly filed annual report:
◦◦Information relating to its internal company policies
addressing human rights due diligence.
◦◦Whether such internal company policies (a) have been
approved at “senior levels” of the company, (b) state
the company’s expectation of personnel, business
partners and other parties linked to its operations, (c)
are publically available and communicated internally
and externally, (d) are embedded “throughout the
company” and (e) are assessed by an independent third
party firm.

◦◦If the internal company policies do not meet the GOFA
requirements outlined above, the company is required
to explain why its policies do not meet the applicable
requirement(s).
◦◦If the company collects, obtains or stores personally
identifiable information, or electronic or wire
communications, it must disclose the details of any
company policies addressing how the company will
respond to requests by governments of Internet
restricting countries for disclosure of such information.
◦◦If the company provides an Internet search engine
or an Internet content hosting service, the company
must disclose all steps taken to provide users with
clear, prominent and timely notice when content has
been removed or blocked at the request of the Internet
restricting country.17
• Bans on the Export of Internet Censoring and
Surveillance Items to Internet Restricting Countries. A
ban would be imposed on the export of certain goods
or technology to “government end users” of Internet
restricting countries if such goods or technology have
been designated by the Secretary of Commerce as
having the primary purpose of assisting in censorship
or surveillance of telecommunications (including the
Internet).18

Practical Impact of GOFA
——State Department Reports and Designations
GOFA’s country reporting requirements proposed for the U.S.
Secretary of State will likely cause additional headaches for
embassy staff and the U.S. State Department – with the offsetting
benefit of providing some embarrassment for regimes that are
found to have engaged in censoring or monitoring activities. But,
standing alone, these proposed reports do not break new ground.
The Foreign Assistance Act of 1961, as amended, already requires
the State Department to prepare Country Reports on Human
Rights Practices for Congress.19 GOFA, among other things, would
simply require those Country Reports to now address any Internet
restricting practices of a country.
There is also precedent for GOFA’s requirement that the Secretary
of State annually designate Internet restricting countries. For
instance, the International Religious Freedom Act of 1998,
as amended, requires the President, on an annual basis, to
designate as a “Country of Particular Concern” any country
that has engaged in or tolerated particularly severe violations of
religious freedom.20 The President has delegated this designation
obligation to the Secretary of State.21
Even in the absence of GOFA, the Executive Branch and the
State Department have begun taking baby steps in expanding
their engagement with “cyber” issues in foreign countries. On
February 22, 2011, Christopher Painter was appointed as the
State Department’s Coordinator of Cyber Issues. 22 In May of
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2011, the Obama Administration announced its “International
Strategy for Cyberspace”. As part of this announced strategy, the
Administration indicated that the “United States will be a tireless
advocate of fundamental freedoms of speech and association
through cyberspace[.]”23

——Export Bans
GOFA’s proposed export restrictions are also evolutionary rather
than revolutionary. The existing Export Administration Act of
1979, as amended (the “EAA”), and the Export Administration
Regulations (the “EAR”) implementing the EAA, contain
restrictions and prohibitions on the export of certain types of
goods and technology.24 The Foreign Asset Control Regulations
(commonly referred to as “OFAC” regulations) also impose a
number of restrictions on exporting items to certain persons
and countries.
It is beyond the scope of this article to address in any level of
detail the notoriously complex EAR rules. Nonetheless, two
basic facts about the EAR should be noted. First, the EAR export
restrictions applicable to particular exports depend on the item
being exported, the country the item is being exported to, the
user of the item and the use to which the item is to be put. Second,
under the existing EAR rules, any U.S. origin electronic device,
mechanical device, or other device, and any software related to
such devices, “primarily useful for the surreptitious interception
of wire, oral, or electronic communications” cannot be exported
outside the U.S. in any event without a license issued by the
Commerce Department’s Bureau of Industry and Security.25
OFAC regulations in some cases go much farther than the
restrictions imposed in the EAR. Indeed, subject to limited
exceptions, OFAC regulations effectively prohibit any trade with
the governments of certain suspect countries, such as Iran.26
Admittedly, the export bans contained in GOFA will apply to
any government end users of “Internet restricting countries”
as designated by the Secretary of State. That list would likely
be larger than the list of countries subject to some of the most
restrictive existing controls of OFAC and EAR. But in terms of
the actual compliance practices, under GOFA U.S. exporters
will simply have to add a new step in their (hopefully) already
existing export compliance procedures.

——New Public Filing Requirements
As a practical matter, GOFA’s most onerous requirement is likely
to be the new proposed public filing requirements. On their
face, the requirements only apply to “Internet communications
service companies” operating in Internet restricting countries
and whose securities publicly trade in the U.S. At first glance,
this public filing requirement would appear to have very limited
reach and only apply to publicly traded internet service providers
(“ISPs”) or perhaps web portal companies like Yahoo or Google.
In fact, the public filing requirements have much broader impact.

GOFA defines “Internet communications service companies”
fairly expansively to include any company that
“(i) is required to file an annual report with [the Securities
Exchange Commission]; and
(ii)(I) provides electronic communication services or
remote computing services; or
(II) is a domain name registrar, domain name registry,
or other domain name registration authority”27 (emphasis added).

In turn, an “electronic communications service” is defined as
“any service which provides to users thereof the ability to send
or receive wire or electronic communications.”28 A “remote
computing service” is defined as the provision to “the public of
computer storage or processing services by means of an electronic
communications system.”29 Each of these definitions creates
difficulties for publicly traded companies.
Under a literal reading of the proposed legislation, if a
multinational corporation with offices in an Internet restricting
country provides phones, email access or fax machines to its
employees or contractors in that Internet restricting country, that
company would likely be deemed to be providing an “electronic
communication service.” GOFA does not appear to contain
any limitation that the “electronic communication service” be
provided for a fee or offered to the public.
The definition of “remote computing service” would cover
cloud computing services or website hosting services provided
to the public at large by a company. Arguably, a publicly traded
company offering cloud computing service or website hosting
services could be subject to GOFA’s filing requirements, even
if its servers are exclusively located in the U.S., so long as the
services could be used by members of the public in an Internet
restricting country.
Foreign corporations would also not be immune from GOFA’s
reach if their securities publicly trade in the U.S. and they are
subject to filing periodic reports with the SEC. Prominent foreign
outsourcing companies like Infosys Technologies Limited and
Wipro Limited, whose securities trade in the U.S. and who
are required to make periodic filings with the SEC, could find
themselves subject to GOFA.
If subject to GOFA’s filing requirements, a company, among other
things, would be required to develop a human rights policy “that
mirrors the Guidelines for Multinational Enterprises issued by the
Organization for Economic Co-Operation and Development[.]”30
This policy would need to be publicly communicated to — and
set forth the company’s expectation of — its employees, business
partners, contractors and vendors.31 A vendor who provides
an outsourced service to a company subject to GOFA’s filing
requirements could effectively find itself subject to GOFA.
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Prospects for GOFA’s Passage
It is difficult to predict whether the current Congress will pass
GOFA in some form. There have been previous versions of GOFA
that were introduced in earlier Congressional sessions. Following
Congressional hearings in February of 2006, Congressman
Smith introduced the Global Online Freedom Act of 2006, but
the Congressional term ended without the Bill’s passage.32 The
Global Online Freedom Act of 2007 fared better with the 110th
Congress and successfully made its way through three committees
before it died.33 It remains to be seen whether there is enough
popular support to pass the Global Online Freedom Act of 2011.

Final Thoughts
There are abundant examples of government actors in many
states using the internet to monitor and repress the expression
of their citizens. More disturbingly, it appears that at least some
U.S. and European companies are trying to market and distribute
the tools of repression. Yet, it is not at all clear that laws such as
GOFA will materially deter or stop governments from censoring or
monitoring their citizens, but such laws will undoubtedly create
new compliance burdens on many multinational enterprises.
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